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Artificial intelligence in the
machinery industry, cybersecurity
applications, and certification
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the European Al test and qualification hub from Austria

your first point of contact for all questions about the security, ethics and privacy of Al
the bundled Al expertise of TUV AUSTRIA and SCCH in a joint venture

operating a faculty in cooperation with the Institute of Machine Learning at the JKU

Pioneer in the functional assurance of Al reliability and author of the world's first test catalog
for Al certification (2021)
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Our services

Product Certification
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Legal & Ethical Classification
Data Protection & Security
Evaluation of concepts

Comprehensive test according to
the TRUSTED Al certification
scheme

Unique concept for the continuous
qualification of Al applications

Process Certification
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Legal & Ethical Classification

Data Protection & Security

Gap analyses

Audit, e.g. according to 1ISO 42001
Monitoring & Re-Certification

TRUSTIF|AI

by TUV AUSTRIA Group & scch

Preparatory
Consulting

Preparatory
Testing

Monitoring

Continuous
Qualification of
Al applications

Al-
Governance

Testing

Certification
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St. Polten

Softwarepark 32a
AT-4232 Hagenberg
4th Floor
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Intro on the field of Al for
machinery
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Intro TRUSTIF|AI

by TUV AUSTRIA Group & scch

What makes Al so special and indispensable?

There is no "one" Al —a common denominator of all currently "hyped" systems is the use
of neural networks with massive, parallel computing power

¥ Adistinction is often made between "predictive” and "generative" systems — both are
statistically working software systems

¥ The ablility to draw conclusions from examples and data makes it possible to solve
problems that cannot be solved in the traditional way
— Reliable Computer Vision
— Natural language processing
— Reinforcement Learning for Adaptive Robot Control
— Data evaluation on a new level

' = - -
https://x.com/TheSpoonTech/status/1769012844451054052
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Intro TRUSTIF|AI

by TUV AUSTRIA Group & scch

Can we trust artificial intelligence?
¥ Trustworthiness of Al is a basic requirement for application in critical areas

¥ In the previous software world, we are used to people specifying a feature that is
Implemented, verified, and validated based on policies and processes

¥ Formal verification methods are of great importance in this context

@ In the data-driven approach, the function of the system is not defined by humans, but
learned from examples

¥ There is no formal specification of the problem, evidence can only be provided as
statistical parameters
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Intro TRUSTIF|AI

by TUV AUSTRIA Group & scch

Can we trust in Al predictions?

¥ ,Alignment” is a central concept in understanding problems with Al
— To what extent do the learned goals/functions coincide with the intentions of humans?
— Were things learned from the data that were not intended (bias)?
— Can it be understood why Al makes decisions (explainability)?

Human ,,Intelligence* Artificial ,,Intelligence”
* Understand « (complex) Data processing
*  Thinking, Recognizing e &4 »  Optimisation @
* Leamn « Statistics, Calculation
e Know o - :
 Prediction, classification
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What is proximity? TRUSTIF|7
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What Is proximity? TRUSTIFW
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Today’s impact of predictive Al on
the machinery sector

A A 3 W P ?
il&'lﬂk n'

. ‘"",d""llni_." '@

h....ll’]t Sy
e
. aww :

||||l umul nu“




Predictive Al in the machinery sector TRUSTIF Al

@ Al is increasingly used for system optimization and design
@ Unclear predictions and limited monitoring abilities of existing technologies force system designers to

add safety margins and preemptively maintain components based on worst-case assumptions
@ An improvement in the knowledge about your system health can allow you to utilize hidden reserves

and improve performance and reduce lifecycle costs without compromising safety

Rellablllty
Malntalnablllty

Source: Fundamental Concepts of Dependability, Avizienis et al, 2001
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Predictive Al in the machinery sector TRUSTIF|AI

However, component monitoring is not new in machinery
engineering and exists for (almost) a century:

@What can be done with existing old-school approaches?
— Analogous detection of bearing damages since ~ 1930

— Highly sophisticated detection of damages, bearing overheating,
eccentricity etc. also possible with “classical” algorithms or filters

since ~1970

— “Hand-made” detection limits the sharpness of analysis to signals
and causal connections that can be identified by engineers

— Transferring the detection mechanisms to other systems is
connected with fine-tuning and only possible for closely related
systems or components

— In some cases expensive hardware @te . NG

Source: Wikipedia: Pitting
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Predictive Al in the machinery sector TRUSTIF Al

by TUV AUSTRIA Group & scch

How can machine learning improve the situation?
¥ ,Soft Sensors” can identify early stages of wear-out or damage
@ Use of existing signals / side channels to avoid expensive additional equipment

@ Entirely new dimension of equipment control, e.g. vibration suppression by active vibration monitoring
and direct control of actuators A UltraSound

] _ —.~<l\ Vibration
@ Examples for successful improvements: 4 ~0\Q

— Sensor Integrity

Conditions
start to

— Chemical reactors

change

— Filters & Sieves

Machine condition

— Pump systems
— Conveyor belts

Time

— High pressure vessels Lo . | —») e minutes
) ) . . . ! ! . | —»
J— I I d
Construction integrity monitoring | ! ' ays
: : b weeks >

Y

months
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Possibilities of generative Al in the
machinery sector
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Outlook on the future development of Al

TRUSTIF|AI

by TUV AUSTRIA Group & SCCH

Today's Al systems deliver amazing performance in narrowly defined subfields

By increasing computing power and integrating different systems, the aim is to
generate universally applicable, general Al (AGI)

This should be able (according to the concept) to
Independently execute more comprehensive tasks
(#Al agent) and simulate intelligence at a high level

From the point of view of alignment, the problem
arises that the systems lack both world knowledge
and comprehensive ability to draw conclusions

Yann LeCun (Meta): "A cat can remember, can
understand the physical world, can plan complex
actions, can do some level of reasoning—actually
much better than the biggest LLMs."

Bing image Generator: ,A threatening superintelligence®
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What does "AGI" mean for the world of safety? TRUSTIF|7

by TUV AUSTRIA Group & s

¥ The processual & statistical approach to safeguarding the learned behaviour remains
valid

¥ However, there are further requirements for auditability and explainability
¥ Continuous learning or frequent updates make monitoring difficult

¥ Which technology will prevail (XLSTM, Transformer..) and when it will happen is not
yet possible to estimate (5-50 years)

scch{}



What is already possible with today's technology? TRUSTIFW

by TUV AUSTRIA Group & scch

Use of ML for Attacks
@ Deep Fakes
— “Alis a zero day exploit of the human mind” [M. Suleyman, Microsoft]
¥ Mental distortion of vulnerable groups (social engineering)
¥ Sophisticated, automated attacks & Vulnerability detection
@ Risks caused by the prediction power if used by criminals

Replika users Snapchat: Snap Al chatbot 'may risk Finance worker pays out $25 million
mourn the loss of children's privacy' after video call with deepfake ‘chief
th eir Ch atb Ot https://www.bbc.com/news/technology-67027282 ﬁnaHCIal Ofﬁcer’

. . https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-
girlfriends kong-intl-hnk/index.htm
https://lunherd.com/newsroom/replika-users-
mourn-the-loss-of-their-chatbot-girlfriends/ Man ends his |i fe a fter an Al chatbot

Deepfake scams have robbed ‘'encouraged’ him to sacrifice himself to stop
companies of millions. Experts warn it climate change

could get worse https://www.euronews.com/next/2023/03/31/man-ends-his-life-after-
https://www.cnbc.com/2024/05/28/deepfake-scams-have- an-ai-chatbot-encouraged-him-to-sacrifice-himself-to-stop-climate-
looted-millions-experts-warn-it-could-get-worse.html
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Certification of Al systems

|
TGN
‘a| .. | i ""

i~ ¥

> . }
il‘d“ﬂk 23!
AP | | T Q

. ‘"",d""llni_." '@

'érlln.. '”Aﬂs}w't |

\] V!/’

|||l umul ||u“'

i

=aer s




Overview Certification

TRUSTIF|AI

by TUV AUSTRIA Group & scch

@ The Al Act is on ist way, mandatory certification in the machinery sector starts 2027

¥ Given the needed time to implement processes, companies placing machinery
software on the EU market need to start now with preparation work

Inkrafttreten Al Act + 6 Monate + 12 Monate
Verbotene General Purpose Al

Kl-Praktiken Notifizierte Stellen

Governance

Strafen

AAAAAAA

+ 24 Monate

Effektivitat
Anforderungen
Hochrisiko KI-

Systeme

(Annex IlI)

+ 36 Monate

Effektivitat
Anforderungen
Hochrisiko KI-Systeme
(Annex 1)
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EU Al Act & TRUSTIFAI TRUSTIF|AI

by TUV AUSTRIA Group & scch

@ To support companies in preparation for the Al Act, we introduced the TUV
TRUSTED Al certification schema that covers the Al Act & the state of the art

Secure software development Functional requirements Ethics and Privacy
- Evaluation of compliance with - Evaluation of data and models  EU Ethical Guidelines for
principles of secure software . Examination catalogue based on Trustworthy Al" (if applicable).
development theoretical principles and * GDPR compliance (if applicable)
» Ensuring an appropriate level of established ML procedures
quality in development « Applicable to supervised and
« Deployment and maintenance unsupervised learning
» Application and operating » Qualitative & quantitative testing
environment security by ML experts.

scch{}



Overview Certification TRUSTIF A

by TUV AUSTRIA Group & scch

@ The purpose of the system must be clearly defined

Application
Domain ¥ The ,application domain“ describes the expected distribution
® Which data has been used for training & testing, how is overspill avoided
Data
@ Handling of raw data, labelling, technical constraints, distribution of examples
@ Reasonable choice of models
Model N . . . .
@ Explainability of outliers, quantitative & qualitative analysis
General @ Robustness
Quality @ Scalability and Generalization, Continual Learning Approach
Safety & @ Protection of the system against manipulation, Monitoring, Maintenance
Security @ Use of established safety design practices for Al if required

See our Whitepaper: https://arxiv.org/abs/2310.02727



https://arxiv.org/abs/2310.02727
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Practical example — RISE
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Example TRUSTIF|AI

Project RISE (Remote Inspection System Edge)

@ Remote analysis of steel and concrete constructions

@ The system is trained to identify early markers of cracks or deformations out of

a massive amount of acoustic information carried by the “sound” of the

structure under operation
@ Due to the complexity of the signal, machine learning is an optimal approach
to improve detection and support on-site inspection

@ An independent certification of the trained model ensures that predictions are

delivered state-of-the-art

© TRUSTIFAI GmbH 24



Example TRUSTIF|AI

@ The acoustic monitoring is done by several (relatively cheap) sensors on several locations

@ A computing node is permanently monitoring the sensor signals for markers of damage on which

it has been trained
@A user interface for the site operator issues status information and warnings

(

. *{:}*C’B*@

:ﬂ’.f M rise core / edge loT-Hub / Advanced
N - DN - computing Data Lake Analytics/ Al
assisted

on site sensor

Lai] [ O
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Questions?




Your Contact TRUSTIE!CﬁI\

by TUV AUSTRIA Grou

Andreas Gruber
Managing Director
andreas.qgruber@trustifal.at

andreas.qruber@tuv.at

+43 664 604 546 592
www.trustifai.at

Thomas Doms

Managing Director

Global Product Lead Al Services TUV AUSTRIA
thomas.doms@trustifai.at

thomas.doms@tuv.at

+43 664 604 546 313

-~ www.trustifai.at
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